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Sharing data is the norm

• 147,000 Datasets


• 38.2 Million downloads


• Social Sciences 30,300 
(21%)


• Medicine, Health and 
Life Sciences 7,420 
(5.1%)


https://dataverse.org/metrics



Sensitive datasets cannot 
be public

• Trust issues [Bongartz et al. 2017]


• Easy to identify individuals [Salerno et al. 

2017, Goodman and Meslin 2014]


• Consent revocations (GDPR, GPDPR)


• Tromsø study - ‘taushetsplikt’



Projects are not static

https://rekportalen.no

New 
researchers


New threats


New laws



Opinions change

Sharma, Aakash, et al. "Privacy Perceptions and Concerns in Image-Based Dietary Assessment Systems: Questionnaire-Based Study." 
JMIR Human Factors 7.4 (2020): e19085.
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Proposal Approval Collection Analysis Dissemination 

We need system support for dynamic security policies

A project’s lifecycle is non-
trivial



Sensitive data leads to silos
Tension between 


• Open research (public data)


‣ Decentralized research model


‣ Operate on institutional infrastructure


• Privacy risks


‣ Projects operate in silos


‣ Shared computational infrastructure (trusted by all parties, TSD)



A distributed metadata layer 
that enables compliant data 
sharing. 


A dataset’s security policy can 
be updated in near real-
time.   

Compliant sharing with 
Lohpi
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Lohpi workflow



Lohpi architecture

Data Storage Network



Secure dissemination with 
gossips

Jenkins, Kate, Ken Hopkinson, and Ken Birman. "A gossip protocol for subgroup multicast." Proceedings 21st International Conference on 
Distributed Computing Systems Workshops. IEEE, 2001.


Johansen, H. D., Renesse, R. V., Vigfusson, Y., & Johansen, D. (2015). Fireflies: A secure and scalable membership and gossip service. ACM 
Transactions on Computer Systems (TOCS), 33(2), 1-32.



Remove bottleneck



Scalability



What’s in a gossip?

Info

Index

Updates

MessageID ad528370 
Signature Algorithm SHA-256 ECDSA 
Signature 71 bytes: 30 45 02 20 7E 3C 48 DA B9 A5 
B0 2F 5A 31 EC C4 25 6B 04 … 

Index version 1.0 
Policy ID#1 (0f5fbb8f, 2.23) 
Policy ID#2 (c5bdaf2f, 2.5) 
Policy ID#3 (bd9a29dd, 1.3)

Policy (0f5fbb8f,  
{ 

Location code: EU-NO, 
Authority: REK-NOR-8392, 
Intents: research-only… 

})…



Experimental Setup

N Number of nodes


ϕ Percent of nodes that must 
receive a gossip


σ Multicast node


ϵ Failures



Dissemination

Gossip Interval = 3s



When nodes fail!

10% failure 20% failure

Gossip Interval = 3s



Ongoing work

• Low-code policy language


• Compliance (formal proofs)


• Policy enforcement (Intel SGX, FUSE)


• Cloud-based service for clients


• Host sensitive datasets (Sports, Fisheries Crime)



Conclusion

Lohpi


• A distributed infrastructure to support compliant data 
sharing and analytics.


• Scalable across multiple ethics committees.


• Cloud-based or local infrastructure.
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